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A Born in Sarajevo, Bosnia and Herzegovina, 40 yearago
A In SP world since2003, doing nothing else since 2006
A Microsoft MVP for SharePoint Server

A Head of Development at deroso Solutions GmbH

A Blogger, speaker, authoradisjugo.com
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Azure AD?

A Fully managed multi-tenant service

A Offers identity and access capabilities

A Apps registered in Azure AD

A Azure AD = Windows Server Active Directory
A Azure AD is NOT a replacement for WSAD
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Eobﬁael;gngomt Office 365 and Azure
Active Directory

GROUPS Service overview

Service health

| issue

A 1 AAD for each 0365 Tenant
A Before: hidden in background
A Now: fully manageable
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Protocols supported by AD

A WS-Federation
A SAML-P

A OAuth 2.0

A OpenlD Connect
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Application Endpoint URL
https://login.windows.net/<tenant>/federationmetadata/2007-
Federation Metadata Document oé/federationmetadata.xml
WS5=Federation https://login.windows.net/<tenant>/wsfed
SAMIL-P https://login.windows.net/<tenant>/saml2
OAuth 2.0 Token https://login.windows.net/<tenant>foauthz/token

OAuth 2.0 Authorization https://login.windows.net/<tenant>/oauth2/authorize
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Microsoft Grant access to SaaS
Azure applications.
] V__,
Protect access to cloud Azure Active
icati Directory
applications.
IKOLA Application u Office 365

IcrosOl.com

L @ IKOLA Web Api

— @ Any LOB App
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Windows Server

Active Directory Extend an on-premises

Server Directory to

Office 365 APIs (REST)
Office 365 Libraries
Low-level APIs (CSOM)
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Office 365 Exchange Online Microsoft Corporation Web application http:/feffice.microsoft.com/outl..

Arure default AAD
Office 365 OAuth2 Sandbox Contoso Web application https.//oauthplay.azurewebsites...,
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A OAuth 2.0

A No capturing user credentials

A Fine-grained access scopes

A Supports MFA and federated user signin

A Long-term access through refresh tokens



Authentication Flow
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And then they said

there Is also a refresh token



